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3. ῤ OLE ῤ ̆ ῒ ѿҩ ҹ Start_chain_1 ppsx

ppt ̆ ₯ ꜚ pptȂ 

 
4. ppsx ≠ ԅ CVE-2017-0199 ̆ ꜚ ppt ̆

Ҋ ѿҩ sct Ȃ 

 
5. sct ᴪ Powershell Ҋ putty.exe ꜚⱴ

Strategic_Chain.pdf̆ ҹץ ῏ ⱳȂ 
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6. ҉ Ԋᴆӊ ̆ ᴆ ѿ ҹ Entanglement ppsx

̆ ᶏ ԅ CVE-2017-0199 ≠̆ ҍ ѿ ₯Ԋ
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2.2 攻击事件 B 

ԋ Ҭ ₯Ԋᴆ 2018 3 ̆ Һ ≠

CVE-2017-8570 ₯̆ ῤ Ӟ ᴪ ῏Ȃ 
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ѿҩ OLE ≠ CVE-2017-8570 ̆ Scriptlet Moniker׆ ⱴ

sct ᴆҬ ῤ Ȃ 
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ⱳ ̆ ᴪ ꜚѿҩ ҹ qrat Ȃ 

 

2.3 攻击事件 C 

₃Ӎ ̆ ԅ ₃ ₯Ԋᴆ̆ ֓ ₯ԊᴆҺ ≠

ԅ CVE-2015-2545 CVE-2017-0261 ᴆ ₯Ȃ

ᴆ Һ ῒ̆Ҭ ´ ´ԊḆ ꜚ ҍ̆

ᴪ ῏ Ḥ Ȃ ῏ ᴪ BADNEWS ↓

Ȃ 

 

3 木马分析 
҉ ₃ ₯ԊᴆҬ Ҋ̆ ̂ ̃ Һ QuasarRAT BADNEWS

ң Ȃ 

https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2015-2545
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0261
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3.1 QuasarRAT 木马 

₯Ԋᴆ A ₯Ԋᴆ BҬ̆Ҋ ̂ ̃ ҹ QuasarRATȂ 

1. Ḥ ᴺ Qiho 360 Ȃ 
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6. ⌠ ̆ ᴆ̆Һ ̆ Ḥ ⌠ C&C

Ⱶ Ȃ 

 

 

 

3.2 BADNEWS 木马 

₯Ԋᴆ CҬ̆ ҹ BADNEWS Ȃ 

1. ῏ ᴪ ҈ҩ ᴆ̔ 

%PROGRAMDATA%\Microsoft\DeviceSync\VMwareCplLauncher.exe 

%PROGRAMDATA%\Microsoft\DeviceSync\vmtools.dll 

%PROGRAMDATA%\Microsoft\DeviceSync\MSBuild.exe 

ῒҬ VMwareCplLauncher.exe ҹΐ ᴆ̆vmtools.dll ҹ
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7. ⇔ ̆ Ḥ ̆ Ḥ Ḡ ҹҳ Ҋ TPX498.datȂ  

8. ҉ Ḡ ҹ dat ᴆ ̆ ᶏ ҉ AESⱴ +base64 Ȃ

ᵖ ҹ

\e3e7e71a0b28b5e96cc492e636722f73\4sVKAOvu3D\UYEfgEpXAOE.php 

 

4 总结 
╠Һ ҹ Ҭ ̆ ȁ´

Ԋȁ ȁ ᵣ Ȃῒᾢ ₯ ҹ ᴆ̆

̆ ғ ᴺ ῏´Ԋȁ Ḥ ̆ ҹ Ȃ 

╠ ҹ ₯ ⱬ № ̆ғᶏ Ӟ

̆ ᴪ ̆ ׆ ₯ԊᴆҬ ץ ₮Ȃ

 ԍ ᵌ ₯ ̆ ԍ ᶭ ᵌ ᴆ ԑ ῀

ῒ̆ ץ Ạ⌠ ̆p ץ ֓

Ȃ ⱴ̆ ֲ ῃ ̆ ץ ᾧ ᵌ ῃԊᴆ Ȃ 

5 相关 IOC 
Ҋ Ⱶ ̔ 

rannd.org 
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brokings.org 

crazywomen-dating.com 

ifenngnews.com 

209.58.185.37 

mail.ifenngnews.com 

chinapolicyanalysis.org 

 

C&C Ⱶ ̔ 

94.242.249.203 

209.58.183.33 

 

  

http://brokings.org/index.php?f=Strategic_Chain.pdf
https://www.virustotal.com/#/url/40d75ec2b72c50660a51647268497a8407824e5b4233dfeef0ca4d313211ed77/detection
https://www.virustotal.com/#/url/09652d158755b30de3db4b92c2702646a98546ab9509327d5e765f8057527240/detection
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附录 关于 VenusEye 金睛安全研究团队 
VenusEye ῃ ֟ ԊҒҙ׆ ῃ№

̆Һ ֟ ҉ ῃԊᴆȁ ȁ№ ̆ ᶫ

Ғҙ № Ȃ ᴪᶭ ֟ ̆ ῒҬ ₯ Ạ ῀

ҍ№ ̆ ₮Ғҙ№ ȁ ₮Ғҙ ̆ҹ ‗ ᶫ ꜛȂ 

ׂ̆ᾢ ԅȇ ̆ľ Ŀ ҹ ₯ Һⱬ´Ȉȁȇ

Hedwig № ȈȁȇLocky ₯ № Ȉȁȇ №

Ȉȁȇ ԅ 18 ף Ȉȁȇ Sage 2.0

₯ Ḥ Ȉȁȇľ₣ Ŀ ₯ Ḥ ȈȁȇOffice


