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1.3  AWS Site-to-Site VPN  IKEv2 

2 6 ̆AWS Site-to-Site VPN ԍ  Internet Key Exchange  

2 (IKEv2)Ȃ  VPN ᶏ  IKEv2 
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ӈ ᵬ ̆ ץ ᵬ  AWS  AWS Ȃ ᶏ

ᵬ ῃ  AWS ҉ ȁ №  AWS ҉ ῃ Ȃ ̆

Ἕӊ╠ѿץ ᶏ  Well-Architected Ȃ 

1.6  AWS IoT Device Defender ᶫ ⱳ  

2 19 ̆AWS IoT Device Defender ѿ ῃ Ⱶ̆ ꜛ Ḡ ԑ

ῃȂᶏ  AWS IoT Device Defender̆ ץ ҩ  AWS IoT 

Core ῃ ̆ ױ ҹ Ẓ ԅ ҹ ӈ ҹȂ

ӈ ҹ ᴪ ⌠ Ḃץ̆ ‗ Ȃ 

ׂ ̆ ᶏץ ̆ Ҍ ԍ №ᵝ ṿῤ ⌠ Ȃɒ

̆ Ҍ ↓ ҹ  90 ҩ №ᵝῤ ̆ ᴪ ⌠ Ȃ ץ

Ȃ 

̆AWS IoT Device Defender ᶫԅѿ ̆ ᶏ

ӈ ҹ Ӟ  AWS └ Ҭ ῃ Ȃ ῃ ῏

Ḥ ̂ №ᵝ ≢̃ ̆ ץ ҹ

ҹ Ȃ 

1.7  AWS Elemental MediaConvert ⱴ
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2. VMWareԐꜚ  

2.1  VMware ᵬᴩᵄ AetherPal 

2 18 V̆Mware ᵬᴩᵄ AetherPal ῒ֟ ĂetherPal

ᴆ ꜛᴑҙ ľ Ŀ Ȃ 

VMware ◐ Shankar Iyer ̆ ҹ VMware

Workspace One ᶫ ȂWorkspace One ᶫԅѿ ↓ ԍ ῒ ᵬ

Ҭᶏ ΐȂ 

ᵝԍ AetherPal Ⱶ ץ ֓ Ȃ ҹ

Remote Support ֟ ץ ꜛ ≠ ᴆ ῒז ‗ Ȃ
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4.  AzureԐꜚ  

Ȃ 

5. Ԑꜚ  

5.1  Ԑ 200ַᾝ̆ ֒ Ԑ ⱵῈ  

1 30 ̆ 2019 Q3 Ȃ ̆2018 Ԑ

⌠ 213.6ַᾝ̆ 200ַ ῏̆҉ѿ ѿ ҹ 111.7ַᾝȂ Ԑ 4

ԅ 20Ṑ̆ ╠ ҹ֒ Ԑ ⱵῈ Ȃ 

̆ Ԑ ꞊ ԍ ᴑҙ ῀ Ȃ ̆40% Ҭ

500 ᴑҙȁ ѿ Ҭ ҉ Ὲ ȁ80%Ҭ Ὲ ᶏ Ԑ̆

Ԑ҉ ⌠ Ȃ 

̆ Ԑ ᴑҙ ᴨלȂֽ ѿҩ ̆

Ԑ ₮ԅ 678 ֟ ⱳ ̆Һ Ҭ ȁAI ᴑҙ ‗ ῏

Ȃ 

5 ╠̆ ̆ ◐Һ Ḥ ѿ ᴪ ҉

̔ ԐҙⱵ Ҭ 50% ᴍ Ȃ ̆ Ḥ ̆
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ԍ PC ̆ Ҋҩ GDC҉Ὲ Ȃ 

ľ ĿԐ ԍ  i7-8709G PC Farm

‗ ҉̆ ҩԐ / / ̆ └ / ץ ᴰ └

ⱬȂᵬҹ ȁAR/VRȁ ῃ ̆

 i7-8709Gΐ ₮ ̆ ҍ  MediaSDK ᴆ ҹ̆

Ԑ ⱬȂץ ֲҹᶛ̆ 1080p /50~60 FPS

̆ ᵬ ̆ ԅ ᵣ Ȃ 

6.2  Ԑ҈  

2 26 ̆ ᵬᴪ ᴪ҉̆ ҍ Ԑ ᵬ

̆ ӗľԐĿ ҉̆ ᵬȂ 

̆ Ԑ Ԑ ̂ ̃ ȁ Ԑ҆ ԑ ҙ

ȁ ҈ ̆№≢ ȁ ҙԐ ȁֲ

̆ ҍ ‗ Ȃ ̆ ᵬ ̆ Ԑ

30ĺ50 ֲ ҍҒ ̆ 100 ҉ץ ȁ ȁֲ ⇔ ᴑ

ҙ̆ Ῑ 1000 ҉ץ ֲ ̆ꜛⱬ Ȃ 

Ԑᵬҹ ẁⱬ Ԑ ̆ ȁԐ ȁ ȁֲ

ΐ ᴨל ᴨלȂ 

ᵬ̆ ᶫֲ Ғ ̆ ᶫ ⇔ ᴑҙ Ⱶ̆ ҈

̆ ҹᵥ̙ ֟ҙ ̆ ⱬ └ ȁ

ȁᾣ ֟ҙԑ ̆ ᵬԑ ᶭ ѿ Ȃ 

ᵬҹ Ԑῃ ҩ ̆ Ԑ ̂ ̃ ץ ֟ҙҹ ̆

ⱴ ҍ֟ҙ ῀ Ȃ Ԑ҆ ԑ ҙ ץ

ҹᶭ ̆ҹ ᶫ ȁ ȁֲ ֟ ̆Ḇ

ҍ └ Ȃ ̆ ῏ ֲ Ῑ ̆ ᶭ

֟ ̆ ᴑҙ ̆ ₮ֲ ȁԐ ȁ ̆

ⱬ Ῑ ֲ Ȃ 
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7. ҹԐꜚ  

7.1  ҹԐ ⱴ  

2 20 ̆ ҹԐ ⱴ ̆ ⱴ ֒ ᶫῃ

Ԑ AI ⱬ̆ ⱴ ҹԐ ӊѿȂ 

ԋȁ Ԑꜚ
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҈ȁ Ԑ ῃ ꜚ  

1.  

1.1  ῃ ȁ Ҥ ᶃ ⱴ 2019

ᴪ 

 

Ҭ῍Ҭ ȁ Ⱶ 2 3 ҉ ֲ ᴪ ҽ 2019 ᴪȂҬ῍Ҭ ӥ

ȁ Һ ȁҬ ´ Һ ӟ ̆ ף ᾴҬ ȁ Ⱶ ̆ ῃ ֲ ̆

≢ ȁ ≢ ȁ ᶸ Ȃ  

ᾴ ֲ ᾥ ȁ ӥȁ ȁ ȁ ӏ ȁ ȁ ₮ ᴪ̆

ᾥ Һ ȂҬ῍Ҭ ȁῃ ֲ ᴪȁ Ⱶ ȁ ֲ ȁ ֲ ȁῃ

ȁҬ ´ ₮ ԅ ᴪȂ ⱴ ᴪ Ҭ ᾴ ´

֤ Һ ̆ Һᾴ Ҭ ȁῃ ֲ ᾴ ֲ ף ̆ ᴡ

ף ̆ Ғ ֲ ף ̆2000 ֲ ѿ ̆ῃ ȁ

Ḥ ᴍ Ὲ Ҥ ᶃᵬҹᾴ ֲ ᴪ ҍ̆ᴪֲ ῍

Ȃ 

1.2  ֟ Adobe ColdFusion ↓  

2019 2 12 ̆Adobe
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̆≠ ₯ ᴋ ף ̆ ҹ CVE-2019-7091Ȃ

ѿ ҩ ԅ Ȃ 

̔ 

ColdFusion 11 Update 15 ӊ╠   

ColdFusion 2016 Update 7 ӊ╠   

ColdFusion 2018 Update 1 ӊ╠   

̔ 

ҍ V6.0ԍ 2019 2 15

̆ ̆ ֟ Ȃ

6070 ҹ 607000204̆ Ҋ ̔ 

https://www.venustech.com.cn/article/type/1/146.html 

ḱ ̔ 

ѿ̔  

ḱ gateway-config.xml ᴆ ̆ JavaBeanAdapter ᶏ Ȃ  
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Ḡ ̆ ̔CSA ל ȁSOC ῃ ȁSA ȁAEM ֟

ȁCVS ȁNBA № ȁBSM ҙⱵ ῃȁLAS ῃ

№ ȁԐ ῃ ȁ Detector Ȃ ̆ ץ

└ ῃ ΐȁ № ΐȁ ΐ ̆Ḃԍ ȁ

ῃ Ḃ≠ ҉ Ȃ 

׆  

ҹ ᶫ ‗ ̆ҹ ̆ҹ ᵣ ῃ ̆

̆ ᶫ ῃḤ ҍԊᴆ ̂SIEM ȁ̃ ῃ ̂SOC̃ ȁ ῃ№ ̂BDSA ȁ̃

Ғҙ ῃ ̂PSP̃ȁ ̂UTT̃ ᵣ ‗ Ȃ 

׆ ₮  

ҹ ᶫ ᶃ ̆ ̔ ꜚ ̂AÑȁ ӟ̂ML̃ȁ

ᵣ ҹ№ ̂UEBÃȁ ῏ № ̂AÃȁ ̂Visualizatioñȁ

̂Tran-Matrix Opt.̃ȁ ̂KG̃ȁ QD̃ȁ̂ט֜ ̂TH̃

₮̆ ꜛ ῃ ⱬ ꜛȂ 

׆ ῃ Ⱶ  

ҹ ᶫѿ Ғҙ ῃ№ ᴝ Ḡ ̆ ΐ ԓ ⱬ̆ ̔ ῃ№

ⱬ PACȁ ῃ ⱬ PBCȁ ל ⱬ PCCȁҒ Ⱶ ⱬ PSCȁ ⱬ SRCȂ

ῃԊᴆ № Ⱶȁ ל Ҭ ⱵȁԊᴆ Ⱶȁ֟ Ғ Ⱶ

Ғҙ Ⱶ̆ ̆ ꜛ ҍ№ ̆ ῃ ҍ ȁ ₯

ҹ ȁ Ḡ ῃԊᴆ Ȃ 

 

ꜛ ῃԊᴆ̆ ‰№ ̆ ҙⱵ ῃ Ҭ Ҍ ҹ̆ ῃ

ᶫᶭ ̆Ḡ ҙⱵ ῃҍ ̆└ № └̆
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ῃ ̆ל ҩ ῃ Ȃ 

̆ ῃҌ Ȃ ֟ ȁ ȁ ⱬȁ Ⱶ̆

ῃ ᵬ ȁ ׆̆ ҹ ׆̆

ҹ ׆̆ ѿ№ ҹ № ̆ ῃ ῃ ⱬ̆ҌῬ

Ḥ ῃľ ĿȂ ꜜⱬ̆ⱬԈ ҹ Ḥ ῃľѿ ⱵĿ

ᶃ Ȃ 

1.4  ꜛ ᵣ ꜛ ≠  

2019 ╠̆ ᵣ ꜛ ≠ Ȃ Ὲ ꜚ Ҭ

Ḡ ҍ ᴪ ̆ ᵣ Ғҙᵣ ẫ ΐᵣ ̆

֤ Ὲ ᴪῃ ꜛȂ Ὲ ꜚ ꜛ ῍ 5406ֲ̆ῒҬ

3363ֲȁ∆Ҭ 2043ֲȂ 

 

ᾴҬ ȁ Ⱶ ᵣ ẫ ᵬȂ ╠ ᵣ ᵬ

̆ Ὲ ꜚ ≠ ̆ ѿ ̆ ȁḤ

ᵣ ̆ ≠ԍ ꜚῒז ᵣ ᵬ Ȃ  

֤ Ὲ ᴪ ԍ 2012 ̆

̆ Ḥץ ҹ Ὲ תּ̆ ̆ ̆ꜛ ̆Ḇ Ȃ 
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2. Ḥ  

2.1  Ḥ EDR IT168 ֟ ⇔  

̆ Ḥ EDR ῤ ITҙⱵ ĺĺIT168

ľ2018 ֟ ⇔ ĿȂ  

ᴰ ῃ Ҋ ῃ ₯   Ȃל

1̃ ԍ ↕ ΐ   

׆ 2017 5 יּ 2̆018 יּ ₮Ҍ ̆ғ

̆ ҉Ҍֽ ԅ ӊ ↓ ≠ ΐ ғ ⱴԅ ≠ ΐȂ ̆

2018 Ӟ Ҍ ̆ Һ ӊ Ҍ └̆ ΐ

ȁ− ̆Ҥ ҙⱵȂ  

ᴰ ᴆ ᵬ ȁ ↕ └̆ יּ

ᴆ Ṝ ꜚȁ ̆ ԍ ⱬҌ

׆ Ȃ  

2̃ Һ ῃ Ҍ ԍ   

ᾢ ᴑ̆ҙҬ ֟ ғ̆ Ҍ ѿ Ҍ̆ ᵬ ȁ

Ҍ ȁҌ Web ̆ ֓ №≢ ᴪ ѿ ᵬ̆

ғ ῃԊᴆ ȁῃ Ȃ ѿ ҹ Ȃ  

ȇ̆ ῃ Ȉ ₮̆ ῃ Ḡ └ Ȃ ῃ֟ ꜛ

Һ Ḡ 2.0 ҹ ῏ ӊѿȂ  

Ḥ EDR ꜛ ȁ ȁ Ҋѿף ῃ Ȃ  

Ḥ EDR̆ ֟ ῃ ̆ ȁ ȁ ȁ

ԇ ҹ ȁ ҹ ‰ ⱬȁ ҹ ⱬȁ ҹ

ⱬȂ ̆ Ԑ ꜚ ȁ ῍֣ȁ

└̆ ꜛ ῃ ̆ ȁ ȁ Ҋѿף ῃ   

1̃ ̆   

 Ḥ EDR ֲ ӟȁ ⱬ ̆

̆ Ȃ≠ ӟ ̆

̆ ₮ ᵞ ̆ ᶏ ҉ № ̆

Ҍ Ȃҍ ̆ Ḥץ ⱴ҉ ҹ№ ȁ ̆ ᵣ
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̆ῃ ȁ Ȃ  

2̃ ꜚ ̆   

ѿ ̆ Ḥ EDR Ҭ ῤ ̆ Ȃ ≢ԍᴰ

ῃ ᴆ ̆ Ḥ EDR ᶫ ԍ ᴆȁ ȁ ῃ Ȃ

̔ Һ ȁҙⱵ ȁ ᴆḤᴋȁ ᴆ ȁ ᴆ− ȁ ᴆ Ȃ ѿ

̆ Ḥ EDR ҍ Ḥ Ҋѿף ȁ ῃ ῃ ȁ ꜚ

̆ ᵣ ⱬ̆ ꜛ ̆ Ȃ  

 

3̃ѿᵣ ̆ ֟ῃ
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ῃ IPv6Ȃ 

X10800 ԍ ȁ ᴑҙ ԑ ₮ Ҭ

̆ ꜛ ῃ Ȃ 

4. ֒Ḥ 

4.1  ῃ 40ᵝ ҙ ȇ Ȉ 

̆GSMÂῃ ꜚ Ḥ ᴪ̃ ҕ ԅȇ Ȉ̆

ῒ ԅ ף ҹҺ ↕̆ ᴑҙ Ҋ Ὲ ȁ ҙ ᶫ

Ḥ Ȃ ԅ ֒Ḥ ȁҬ ꜚȁҬ Ḥȁ Ḥȁ Ḥȁ

Ḥȁ҈ ȁ Ḥȁ үȁ ȁVerizon 40ᵩ ᴑҙ ῏ ֲ Ȃ 

Ҋ̆ ̆ᴑҙ ╠ ̆ ⌠ 2022 ̆

ῃ 60% GDP ꜚ֟ ̆ 5G ⱴ▲ ѿ Ȃҍל ̆

Ⱶ Ҍ ̆ Ⱶ ̂ ̃ҍ Ⱶ ̂ѿ ᴑҙ̃ӊ Ḥ

ᴋ῏ Ӟ Ȃ 

ȇ Ȉ ᴑҙ̔ Ὲ ̆ ῃȁ ҩֲ ̕ ⱬ⁞

̕ꜛⱬ ₯ ̕ ֲֲ ҍ ̆ ԑ ҹ ̆Ҍ

⇔ ꜚⱬȂ 

֒Ḥ Ԋ ľ̔׆ ⌠ ῃ ᴑҙ⇔∆׆̆
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2018 12 ⁞ ԅ 4.3%̆ ₯ ᴑ 12 ⁞ ԅ 4.3%̆
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̂NGFW̃ⱳ ̆ ῀᷅ ̂IPS̃ȁ ȁ ᴆȂ 

Fortinet ῃ֟ Һ Nirav Shah
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Ӟ ḱ ҀȂ 

Docker v18.06.2 v18.09.2 ≠ḱ ԅ ѿ Ȃ 

2. Docker ᴑҙ  Windows Server 2019 

Docker ῒᴑҙ ̂Docker EnterprisẽҬ  Windows Server 2019 

̂Long Term Servicing Channel L̆TSC̃  Server 1809 ̂Semi-Annual Channel̆

SAC̃ȂWindows Server 2019 ׆ӊ╠  SAC ⌠ LTSC ̆ ԅѿ ↓

Ȃ ῀ ȁ  IP Ⱶ Ȃ 

 

3. Linkerd 2.2 ̆ ῀ ꜚ ̆ ꜚ ῀ 

2 12 ̆Linkerd 2.2 Ȃ ҩ Һ ῀ԅ ꜚ ץ̆

ῃ ̂ ̃ ꜚ ῀ⱳ Ȃ ⱴԅѿ֓  CLI ̂פ  logs  

endpoints̃̆ҹ Linkerd └ ᶫ Ȃ ̆ ԅңҩֲפῐ

ⱳ ̔ⱴ ῃ  CNI ᴆ̆ ᴆ ץ ᾧ

NET_ADMIN ῤ ⱳ Ȃ 

ῒҬ̆ ꜚ ̆ ₮ № ᵣ ⱳ Ȃ ԍ 2.1 

Ҭ ῀ Ⱶ ᴆ ̆Linkerd ᾛ ᵰҹ ҩ ҹȂ ̆ └

ᵥ ץ ῃᶏ ῏ №ȂLinkerd 2.2 ᾛ ᵰ ֓

̂isRetryablẽ̆ └ ҩ ̂timeout̃̆ץ ץ

ᵣ № ̂retryBudget̃Ȃ ֓ ץ Ḡ ῃ ̆ ғҌᴪ

Ҭⱴ Ȃ 

ꜚ ῀ ѿҩ ῃ ̂ ̃ ⱳ Ȃ ꜚ ῀ⱳ ᾛ  Kubernetes 

ꜚ ⱴ̂ľ ῀Ŀ̃Linkerd ף ⌠  podsȂ ף ׆῀

⌠ ҉ ꜛԍ Ḡ  pods ѿ ף ̆ ױ ᵥ Ȃ 
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ү PASTĂ ү Ḃ ῃ ̆ ү Ḥ Ҭ Takuya 

Yoshida Tsuyoshi Toyama ̆ Ғҹ ̆ ꜛҒ

ף ῃⱳ Ȃ 

 

ᶫ ᴆ ԍ CAN̂ └ ̃ID ȁECÛ

└ ᾝ̃ ף ECU ̆ ҍ PASTA Ӟ ⅞ҬȂ 

6. ҆Ԋ GCA ₮ ᴑҙ ῃ ΐ  

Ҭ ᴑҙҍ ᴑҙ ῃ ̆ ᴑҙ ԍ ֓

Ȃ҆Ԋ GCA ₮ ᴑҙ ῃ ΐ ̆ ꜛ ᴑҙ ѿ

̆ᶏ Ὲ ҬḠ ῃȂ 

ΐ ῃ ̂GCÃ ҆Ԋ Ṥ ̆ ҹ ᴑҙҺ ᶫ

ῃ └ ⱬ Ȃ҆Ԋ ◐ Alexander Niejelow ̔Ŀ ᴑҙ

Ḥ ̆ ҹᴑҙ ᶫԅ ῏ ῃ Ḥ Ȃ 

7. ҩ ≠ WinRAR ᴰ ₮  

2019
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Ḃᴪ ̆ ≠ ⱳ ᴪ ῤ Ώ῀⌠ ῃ ꜚ

Ҭ̆ᴋ ᴪ ׆ └Ȃ 

Έȁ ῃ ȁ Ԋᴆ 

1.  

1.1  Symantec Luminate Security  

2 12 ̆Symantec Luminate Security ̆ ᴇ Ὲ Ȃ ᾥῈ

ԑ ῃ ῃ ҹ̆ᴑҙȁҩֲ Ⱶᶫ ᶫ ῤ

ῃ ᴆ ᴆ ‗ ȂLuminate ᶫ ῃ ԐѾ̆ ԍ Ԑ

Ȃ 

2.  

2.1  vArmour 4400҆ ᾝ E  

2 6  ̆ vArmour׆ AllegisCyber NightDragon Security 4400҆ ᾝ E

ȂvArmour ѿ ᶫ ῃ Ⱶ Ὲ ̆Һ ῏ ꜚȁ Ԑ

Ȃ 

2.2  Illumio 6500҆ ᾝ E  

2 7 ̆ Illumio׆ J.P. Morgan Asset Management 6500҆ ᾝ E Ȃ

Illumio ѿҩ ῃ Ⱶ ̆ ⱬԍ ᶫ ῃ ֟ ῃ Ȃ Ὲ Һ

ҹᴑҙ ᶫ Ҭ Ԑ Ⱶ ῃḠ ̆ ғҙⱵ Ӟ ѿ ̆ ԅΐ

ῃḠ ̆Illumio ҹץ ҩ ’ᵬ Ȃ 

2.3  PerimeterX 4300҆ ᾝ C  

2 11 ̆ PerimeterX׆ PerimeterX ῒז 4ᵝ 4300҆ ᾝ D

ȂPerimeterxҹԑ ȁԐ ꜚԑ ᶫ ȁ ԍ ҹ ῃ

ȂῈ Perimeterx BOT ῃ ≠ ҹ ≢ ̆ ‰ Ḡ

ꜚ ₯Ȃ Ҋ֟ PX Bot Defender ľ Ŀ ֲҹ ₯̆
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ṕ ȁ ȁ Ȃ 

 


