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Ԑ ῃꜚ ῤ  

Ԑ ĂWS ⱴ ̆ Amazon EMR  EMR 

ȁAmazon Cognito

 APIץ AWS Systems Manager Ҁ  Microsoft ḱ ̆

AWS Secrets Manager ץ̆ ᵞ

̆AWS IoT Device Defender Ύ ҹ̕ VMware Pulse IoT 

Center 2.0 ̆ ꜛᴑҙ ҍ Ҭ № ȁ

ῃ ̕ᾢ Ԑҹ ᶫ ҙ ̕ 

VMware ᵬ̆AzureԐ VMware ᴆ̕

ᵬ ԍ AzureԐ ̕ Ԑ LoRa2.0 ȁ Ԑ PolarDB

ѿ ȁ Ԑ ֒ Ὲ ֜ ȁ 

Ԑῃ ̆ ῇ ῀ ᵬ ᴨ̕ ҍ Ԑ ֲ

ᵬȁ Ԑ ᴨ ̆ꜛⱬ ȁ Ԑ ₮ ̆ᵞ

̕ ҹԐ Ữ Ⱶ̂SDRS̃ Ȃ 

Ԑ ̆ ῍ №֣ԅ Openstack Rocky

̆ ꜚ Rocky ֟ ȂEasyStack ѿף Ԑ ECS̆

ԅ ECS Stack ȁECSᴑҙԐ ‰ ȁECSᴑҙԐ ῃ

↓֟ ῃ Ȃ 

Ԑ ῃ ̆ ҽ Ԑ Ḥ҉ ң ῖȁץ Ҭ ᴍ

῀ Ҭ ꜚ ֟ ȁ ‗ ̕ 

Ḥ Ⱳ ῃ Ḡ └ 2.0 ‰ ᴪ̕ ₮ NFV

‰ ῃ ᾝ ‗ Ԑѻ ֒̕ Ḥ₮ C3 ῃ ᴪ ȇ5GѻԐ ῃȈ
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̕ Ԑ ҹ VirusTotal ᵬ֟ ̕ AiLPHA ῃ

2019 ᴪ҉ ң ̕ Ḥ ԓ ⅞ ̕

Ȃ 

ꜚ ̆Helm 3.0 alpha ̆ kubernetes ̕Docker

ԅ Docker Enterprise 3.0̆ ѿ ⌠Ԑᴑҙ ᶏ̆ᴑ

ҙ ῍֣ᴋᵥ ᴋᵥ ῃ ױ ׆̆ Ԑ⌠ Ȃ

KubeCDN ѿҩ ԍ Kubernetes  CDN ̆ ץ ῃ └

Ҍ̆Ῥ ҈ ῤ № ̆ └ԅ׆ Ⱶ ⌠

Ȃ 

ῃ ̆ľ Ḡ 2.0Ŀ ̆12 1 ̕WindowsῬ

ľWannaCryĿ ̆Windows 10 ₮ 0day̆ᴋⱵ ⅞ ԍ ₯̕

ӞῬ ̆ 2011 ץ ₃Ӎ ֟ ̕ ≢

ᾣ̔ Android iOS Ȃ 

ῃ ̆№≢ 2 3 ԊᴆȂElevate Security

Phish5 ̆Phish5 ץ ᴆ̆

ꜛᴑҙ ᴆ ῃ̕KnowBe4 CLTRĕCLTRe ⱬ

ԍ ꜛ ᵀȁ ȁ ῃ Ȃל ̆ľ ⱵĿ

ῃ HyperQube 50 ҆ ᾝ ̕SOAR Ⱶ ᶫ Siemplify

3000҆ ᾝ C  ̕Ԑ ῃ ‗ ᶫ GuardiCore 6000҆ ᾝ C

Ȃ 

2019 5 30  

Ԑ ῃԊҙ  
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ῤ Ԑ+ ῃꜚ  

ѿȁ Ԑ ꜚ  

1. AWSԐꜚ  

1.1  Amazon EMR  EMR  

5 1 ̆Amazon EMR  EMR Ȃ 

ḱץ  EMR ҉ ̆  Apache HadoopȁApache 

SparkȁApache Hive  Huĕ ꜚ ȂEMR ⱳ ץ

ḱ ̆ ῏ ⇔ ȂAmazon EMR ̆

Ȃ ץ └ ȁ ᴆ ΐ  CLI Ȃ 

1.2  Amazon Cognito  API 

5 6 ̆Amazon Cognito  Cognito Ⱶ ԅѿҩ  API ͠ 

AdminSetUserPassword̆  API ҹῒ ҳ ӄ Ȃ ᶏ

ᴆ Ҍ ̆ ⱳ ԍׅױז Ȃ 

Ṣꜛ Amazon Cognito ץ ҹ Web ꜚ ⱴ Ύȁ

└ⱳ ȂAmazon Cognito ⌠ ҆̆  SAML 2.0 ᶏ

֜ ᴍ ᶫ ̂  FacebookȁGoogle  Amazoñץ ᴑҙ ᴍ ᶫ Ȃ 

1.3  AWS Systems Manage Ҁ Microsoft ḱ  

5 7 ̆ ᶏץ  AWS Systems Manager Ҁ  Amazon EC2 ᶛҬ

ꜚ  Microsoft ҀȂ ᴪ  Microsoft ḱ ⱳ ῀ ԍḱ

 Microsoft Windows  AWS Systems Manager ‗ Ҭ̆׆ ḱ

̆ ѿҩᵝ׆ץ  Microsoft ᵬ ҀȂ  

Systems Manager Ҁ ӈ ҳ ‗ ᵬ

ᴆ Ҁ ‰ ꜛ Ḡ  AWS ᶛ ׆̆ Ḡ ᶛȂ

̆ ᶏץ Ҁ  Microsoft ̆ץ ‰ ӈ

ҀȂ ̆ ץ ֓ Ҁ ԍ EC2 ᶛȂ  Microsoft Ҭ ᶫ
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Center 2.0 ꜛ ғ ῃ Ύ ῀ ̆ ⱴ Ȃ 

ⱴ
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₮ Windows Ⱶ ѿ Ȃ 

5. Ԑꜚ  

5.1  Ԑ LoRa2.0  ַ  

5 20 ̆ ῤ ´ᴑҙ Ԑ ᾢ ₮ ῀ľLoRa2.0 Ŀ̆ף Ԑ

̆ ԅ ⱴ LoRa IPȁ ҉ ץ῀ ̆ ῃⱬ

ַ LoRa ̆ LoRa ῃ Ԑ LoRa1.0 ף 2.0 ̆ף

׆ 1.0҉ ҉ ̆ ⌠ 2.0 ַ Ȃ ῏Ὲ қ ȁ ҕ Ȃ 

5.2  Ԑ PolarDB ѿ  

5 21 ̆ Ԑ PolarDB ̆ ᶫᴰ ѿ ҉Ԑ ⱬ̆

ץ ꜛᴑҙ Ҋ MySQLȁPostgreSQL Oracle ҉Ԑ̆ ῤ

Ȃ ᵀ Ԑ̆҉ Ҍ⌠ᴰ 1/6Ȃ ╠̆ 40҆ҩ ⌠ Ԑ҉Ȃ

PolarDB Ԑ 2018 ҙ Ԑ ̆ ╠ Ԑ҉

֟ Ȃ 

5.3  Ԑ ֒ Ὲ ֜  

5 23 ̆Ҭ ҊԐ ֲ Ὲ Ԑ ̆ҍ

֒ ֜ Ὲ ľ ֜ Ŀ ᵬ̆ ֒῍ ֜ Ȃ 

5.4  Ԑῃ  ῇ ῀ ᵬ 

5 26 ̆ ᴪ҉ ȁ ȁ ȁ ȁ

ȁ ȁ ҙ ῾ҙῇ ⱴ ῀Ȃץ Ԑҹᶭ ̆ ꜚ ᵣ

ⱬ ̆ῃⱬ ꜚ ֟ҙ ̆ Ȃ ҍ ῀

ᵬ Ὲ Ȃ 2014 ̆ ҍ Ԑ ꜚ ľԐ҉ Ŀ̆ ῃ ѿҩ

Ⱶ ҉Ԑ ᴍȂ ̆ Ԑ № ̆ ῃ Ҭ

Ҭ ̆ Ȃ 

Ὲ Ḥ ̆ ╠̆ľԐ҉ Ŀ ľѿԐ Ŀ ᵣ ̆ ȁ ȁ

ῃ 9274ҩ ̆ ȁ ȁ Ȃ Ԑ҉ ľѿ

ԐĿ ҉̆ ľѿ ⱲĿ ľѿ ⱵĿȂ 
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6. Ԑꜚ  

6.1  ᴨ ҍ Ԑ ֲ ᵬ 

5 17 ̆ᴨ ҍ Ԑ ᵬ Ȃ ̆

ֲ ῍ Ⱶҍῤ ̆ ֲ Ȃ 

6.2  Ԑ ᴨ  ꜛⱬ  

5 20 ̆ Ԑ ҍᴨ ᵬ ̆ᵬҹ ң

ᴑҙ̆ ҍᴨ ᵬ ӄȂ ᵬ ᶭ Ԑ AI ᴨ

ל ᴨ Ὲ ֲ ̆ ֲ ȁԐ ȁ ҙ ‗

ᵬȂ 

ᵬ ⅞̆ ֲ ῍ Ⱶҍῤ ̆ ֲ

Ȃ ῍ ȁ ȁ Ⱶȁ֜ ȁ Ⱶ ֲ

̆ ꜚ AI ҍ⇔ ̆ ҙ Ȃ 

̆ OTT Ⱶ ᶫ ̆ Ԑ TV֟ ῤ

ᵬ̆ҍ ᵬ ֟ ⌠ Ҋ Ȃ 

Ἕ TV Ҭ̆ ῀⌠ ⱴΐᵣ Ἕ҉ȁ ȁ

ҹ ̆ Ӟ Ԑ ҍᴨ ᵬ ῏ Ȃ ֟ ̆

ᴪ AI Ҋ̆ ץ ≢ȁ ≢̆ ֲ ֜ԑȂ Ӟ

‰ ̆ ꜚ Ȃ 

6.3  Ԑ ₮ ̆ᵞ  

5 24 ̆ ῃ ᴪ Ԑ
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ȁ ᾣ ȁ֜ ’ Ȃץ ᾣ ҹᶛ, ҩ

, ᴰ ҉ ᾣ ,ᶫ ҍ

ⱴ , ꜚ Ȃ 

ԍ ȁAI ≢ȁ № ⱬ , Ԑ ᴨ

, ῒ ⌠ ,ꜛⱬ ҙ ᵞ ȁ Ȃ , ֽ

Ԑ ₮ ᴧ ֟ ӊѿ,֟ҙԑ ,Ҋף ᴧ ᵬᴩᵄ ῃ

ҙ ‗ ,ⱴ ῃ Ȃ 

7. ҹԐꜚ  

7.1  ҹԐ Ữ Ⱶ̂SDRS̃  

5 9 ̆ Ữ Ⱶ̂Storage Disaster Recovery Servicĕ SDRS̃ԍ ҹ

Ԑ ᴪ ȂSDRŜ Ữ Ⱶ̃ ҹԐ ᶫ Ⱶ ̆

҈ ᵬ ҹԐ҉ ᶫ ≢ Ḡ ̆ Ḡ ҡ ̂RPO=0̃̆

ҙⱵ̆ ȁ⁞ ȂSDRS ԓ ‰̆

ꜛⱬ ᴑ Ȃ 

SDRS ҈ ᴨ ̔ 

̂1̃  

SDRS ᵬҹҙ ᶫԐ҉ RPO=0 ̆ Ḡ ҡ ̆

̆ԍ№ Һ׆ ℗ ⌠ ῃ ̂RTOŮ30miñȂ

̆SDRS Ҍ ҙⱵ ’Ҋ̆ ̆ ץ

ȁ Ȃ 

̂2̃ ᵞ  

ᴰ ̆SDRS ᶫ Ԑ҉ Ⱶ ᴆȁ ⱬȁ ̆

TCOҊ 60%Ȃ ғ ╠̆ ̆ ѿ Ȃ

ԍ ֓ MAC ט ̆ ԍ SDRS ꜚ ̆ ℗ ⱴ

ᴆ LicenseȂ 

̂3̃ ᶏ  

ҍ Ҭ ᵬҌ S̆DRS ҈ҩ Ḡ ̆ ץ

ѿҙⱵῤ Ḡ ̆ ҙⱵҹץ Ḡ ᶛȂ ̆
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SDRS ѿ ҙⱵ℗ ̆ Ӟ ̆ ȁ

Ḥ Ȃ 

7.2  ҹ ҙԑ FusionPlantꜛⱬ ⱬ  

5 27 ̆ 2019 ᴪӊľ ҙԑ ҍ +Ŀ ꜚҬ̆ ҹ

ԅ ԍ ҹԐ ҙԑ FusionPlant ᶏ̆ ҙᴩᵄ ҙ ̆ ҙ

ᵬᴩᵄȁ ט֜ ⱬ ῍ ᶫ ҙῃ ‗ Ȃ Ԑץ╠

ȁ ȁֲ ȁ ȁ5G ҹף ѿף ICT + ̆

ץ῀ ȁ ȁ ҙ ꜚ ҹ ᴰ ҙ ̆ ҙԑ

̆ ꜛ ⱬȁ ȁ ȁ ҙ Ȃ ҹ ⱬԍẠ ҙԑ

̆ ꜚ ҩ ҙ ᴑҙ Ȃ 

ҹῈ ◐ Һ Ҭ№֣ԅ ҹ ҙԑ FusionPlant

ⱬ ҙ Ȃ ҹ̆ ╠ ҙԑ ֟ҙ ̆ ҳң Ȃ ᾢ̆

2C ԑ ̆2B ҙ ῏ ֟ ȁ ῃ Ḡ ̆

῍֣ Ḡ Ȃ 2B̆ץ Ҍ ѿ ̆ ᾢ ԍ ҙᴇṿ

̆ Ȃῒ ̆ ҙԑ OT
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̆ ֲ 90%̆

ḱ Ҋ 50%̆ 100%̆ Ả Ҋ 20%Ȃҹԅ

ῤ ῃ ҙ ᴨ ⇔ ҍ ̆ ꜚ֟ҙ῍ ̆ ҹ ҍ

Һ ԅ ҍ ῤ ҙ ‰̆ᶛ └ľ Ŀ̆ └ľ

Ŀ̆῍ ľIEEE IEC ‰Ŀ Ȃ 

῏ԍ ҙ ̆ №֣ԅ ҹ ҈ ̔ ѿ ҍ̆ ᵬ ̆

Ῑֲ ̕ ԋ̆ ᶫ ΐ̆ ΐ ȁ ̆ᶏ

ҙȂᶛ ̆2019 ᴪ ľ Ŀӊѿ ModelArts ѿ AI Ȃᵬ

ҹ ҹԐ ѿ AI ΐ̆ModelArts ץ ᶫ ȁ ȁ

̆ № ̆ ꜚ ̆ - -Ԑ ῃ AI

ⱬ̆ ꜛ ⇔ AI ̕ ҈̆ ̆ ҹ ⇔

ҍ ҙ Ȃ ҹ ҙԑ FusionPlant Ӟ

ԍ҉ץ ̆ ICT ῀⌠ ҙᴑҙҬ̆ ꜛᴑҙ ȁ ȁ

Ȃ 

ԋȁ Ԑꜚ  



ῤ Ԑ+ ῃꜚ 2019 05                                  Ԑ ῃԊҙ  

11 

 

Ҭ ԅ Һ̆ ҉ ҈ҩ ԅῃ ̆ ⱬ

̂2000 ̃ȁ / IOҍ CPU/ῤ ȁLBaaS/RabbitMQ/Marriadb ȁ

ҍ Ȃ 

Ҭ̆ InCloud OpenStack Rocky ₮ ̆

└ ῃ ᵝ ̆ └ HA ȁ Һ HA ȁ

HA └ Ȃ
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҉̆ Ԑ EasyStack ѿף Ԑ ECS ᴑҙԐ ԅԐ Ⱶ
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҈ȁ Ԑ ῃ ꜚ  

1.  

1.1  ҊԐ Ḥ҉ ң ῖ 

2019 ̆Ԑ Ḥ⇔ ң ̆Ԑ Ḥ ⱵҬ ᴑҙ
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Ҭ ꜚ Ҭ Һ ȁ ȁ ֟ ⱬȁ ≢

‰ ȁIPv6 ⱬ ԅῃ ᵝ ׆̆ ҩ ֟

ⱬ ԅ ᵀ̆ ҍ ԅҤ ץ̆

Ҭ ᴍ ⱳ῀ Ȃ 

ᵬҹ ῤ ᵀҍ ֟ Ὲ ̆ Ҍ ᵀ ῏

̆ ȁ ‰ ȁ ᾢȂ 

ῃ  

ԅ ╠ Ҭ ȁ Һ ȁ ȁ ̆ ғ

̆ Ḡ ≢ ῃ Ȃ 

Ғҙ  

Ὲ ᵬҹҬ ῃ ҙ ᴑҙӊѿ ѿ̆ Ḡ

ҙῤѿ ̆ ҹ ȁ Ȃ 

‰  

ԅᶏ ̆ ץ ԍ ѿ Ҍ ῏

ץ̆ ⌠‰ ∞ Ȃ 

ү  

ҩ ̆ ץ ȁ ȁ

̆ ץ HTMLȁWORDȁExcelȁPDF ₮ Ȃ 

Ҭ ̂CCID̃ ȇҬ ᵀҍ ֟

̂2018̃Ȉ ̆ ľ ҍ Ŀ2017 ץ 23.2%

Ҋ ᵀҍ ѿȂ 

֟ ╠ ҹ ҆ ȁַ ≢ ᶫ ᵀ Ⱶ̆

ԍ ȁ Ḥȁ ⱬȁ ȁ´ ´ ҙ̆ ԍᴰ IT ȁ ҙ └ ȁ

ȁԐ Ȃ 

1.3  ‗  

ᾴ ῇ ץ ̆ ԅ ̆ⱴ Ҭ ̆Ḥ + ̆

ԑ ҹ ꜚⱬȂ ҙ └ ҉ԑ ̆

̕ ̆ ԍ ҙ └ ̆ ῃ ҹῒ῀

Ȃ ῃ ̙ ῃ ̙ ҹ ῀ Ȃ
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ῃ ῃ Һ ᵣ̆ ף ̆ ₮ ‗ Ȃ 

ῃ  

 Һ ̆ ῃ Һ ΐ Ҍ ̕ 

 ῃ ֟ ̆ ῃ ̕ 

 ᴰ ῃ ѿ ̆ ̆ ᵞԅ ₯

Ȃ  

‗  

̆D Ҍ Ḡ

ῃ ᵀȂ ̆ ῃ ᵀ ₮ ԅ̔ Ḡ ̆ Ḡ ῃ

‰ ᵀȂ ԍ ֓ ̆ ῃ ңҩ׆ץ ᵀ̔ ᵀ ꜚ

Ȃ 

ᵀץ ֟ Ḥ ҹ№ ‰̆ № ֟ ῃ ̆

֟ ≢Ȃ 

ꜚ ץ Һꜚ



ῤ Ԑ+ ῃꜚ 2019 05                                  Ԑ ῃԊҙ  

16 

 

 

Ḡ ῃ  

₯Ԋᴆ ≠ ḱ Ȃ ῃ

ᴆ ᴑҙׅ ῀᷅ӊ ̆ Ȃ ̆ῒ ӎѿ

└ ̆ ᵀҍ ḱ ᵬ̆ ԅ ̆

ᶏ ҹ ₯ ₯ ̆ ҹ ₯ Ȃ ᵀ ҩ

ῃ Ҭ ⌠ԅ ᵬ ̆ Ҭ ῃ ̆ ῏ ῃ

ץ ⱴ ̆ ῃ Ȃ 

2. Ḥ  

2.1  Ḥ Ⱳ ῃ Ḡ └ 2.0 ‰ ᴪ 

5 16 Ҋ ̆ Ὲ ῃḠ ȁῈ ҈ ȁῈ ѿ
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҈̆ ꜚ ҹҺꜚ ̆ ҹꜚ ̆ ҹ ᵣ ̆

ҹ ‰ ̆ Ȃ ̆ ̆ ̆ ׂ

ῃ Ṝ̆ ₃ҩ῏ Ȃ  

̆ Ḡ ῏ Ḥ ȁ Ḥ ̆Ḡ ῒ ῃȂ  

ԓ̆ῃⱬ ꜚ ῃ֟ҙȁᴑҙ ẫ ̆ ҕ ѿ ᴑҙ Ȃ  

Έ̆ Һ ↕̆ѿ ‗ ҈ Ȃץ Ῥ ̆Ҍ ᾢ

Ḡ ̆ ‗ ľ ⅞ȁ ȁ Ŀ ῃḠ ľ҈ Ŀ Ȃ

ῃ Ḡ └ Ҭ ѿ Ȃ  

Ҭ ̔ 

ȇ Ḥ ̆ ῃ Ḡ Ȉ Һ Ҭ ⌠ԅ Ḡ

2.0 ף ץ̆ ῃ Ḡ ‰  ̔  

ѿ̆ ȁ ѿ̆ ῃ Ҭ Ҋ ҈

̕ ԋ̆ Ԑ ȁ ꜚԑ ȁ ȁ ҙ └ ↓῀ ‰ ̕ ҈̆

Ḥ ↓῀ ≢ Һ ⱳ Ȃ  

 

Ὲ Ḥ ῃ Ḡ ᵀҬ ⱬ◐ ̔ 

ԅ ‰ ҈ҩ ̔  

ѿ̆2.0 ‰ ԅ ȁ ̆ Ԑ ȁ

῀⌠ ‰ Ȃ  
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ԋ̆҈ҩ ‰̆ ȁ Ȃ ԅ ῃ ѿ ̔ ῃ

ȁ ῃ ȁ ῃ ȁ ῃ Ҭ ̆ѿҩҬ ҈ Ȃ  

҈̆ Ḥ ᶏ Ώ῀ԅ ‰ ѿ׆̆ ⌠ ῃ ₮ԅ Ḥ Ȃ  

Ḥ CEOᵥ ̔ 

ᵥ ȇῃ ῀̆ ῃ Ḡ 2.0ȈҺ ̆ ῃ

Ḡ 2.0̆ Ҭῃ ῀̆῍ ҹҬ ῃḠ Ȃ  

 

ҹԅḠ ῃ Ḡ 2.0 ᵬ ≠ ̆ Ḥ Ạԅᾟ№ ‰ ᵬ̆

̔  

ѿ̆ ȁ ꜛ Ḡ Ȃ  

ԋ̆ ֟ ⇔ ̆ ̆ ט֜ Ḡ 2.0 Ȃ  

҈̆ ȁ ῒז ⱬ ᵬ̆ Ḡ 2.0 ᵬҌ Ȃ  

̆ᵥ ̆ Ḡ 2.0 ῏ Ҭ̆ Ạ ̆Ӟ

Ạ Ҍ ֟ ̆ ̆ ᶫ ֟ ⱴ Ḡ 2.0 Ȃѿ

ῃ ̆ ̆Ҍ ֟ ῒ ῃ ҆≢̆ҹ Ḡ 2.0 ‰

ᶫ ₯ Ȃ ѿ ̆ Ḡ ̆

ԅ ̆ ֓ ᶫ ֟ ̆ ῏

‰ ȂӞ Ḡ 2.0 ֟ ̆ Ḥ ῏ ῃ֟ ̆

ל ֓ ֟ Ȃ 

3.  

3.1  Ԑ¥  | ₮ NFV ‰ ῃ ᾝ ‗  

ҹԅ Ԑ Ҋ ῃ ̆ ľ2019Ҭ SDN/NFV/AI ᴪĿ҉̆

ԅ ῤ ҩ NFV ‰ ῃ ᾝ ĺĺ Ԑ¥ Ȃ 

ῃҍԐȁSDN ҳ҈ ̔ 

1̔ ȁ ꜚ ȂҌ VNF ̆ Ȃ ῃ

ҍ ҙⱵ ̆ Ȃ 

2̔ Ȃ ȁ ᾝ ᵝ ̆ ȁ ᾝȁ

‰ ᵞȂҌ ῃ ̆ ‰ ‰ ̆ Ȃ 
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3̔ └ ̆ ȂԐ/SDN ҍ ῃ ҡ ȁ ₮ ̆

ᵬ ᾧ Ȃ ԅ ῃҍҙⱵ ̆ᵖ ̆ Ȃ 

ľҬץ ᴆĿ ῃ ᾝ 

҉ ̆ ҹ NFV Ԑ ῃ̆ ҹ ᶃ Ȃ 

Ԑ¥ Ғ Ԑ SDN
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4. ֒Ḥ 

4.1  ֒Ḥ₮ C3 ῃ ᴪ ȇ5G¥Ԑ ῃȈ  

ᵬҹҬ ΐ ⱬȁ ȁ ῃ ῃ ᴪĺĺ2019 

C3 ῃ ᴪԍ 5 7 -8 ȂC3 ף Cyber̂ ̃ȁCloud̂Ԑ̃ȁ

Communication̂ Ḥ̃Ҍֽ ԅ ῃ ̆  ľ ᵣȁ ȁ Ŀ

ῃ └Ȃ 

ᴪץľ ĺĺPlan UPĿҹҺ ̆ ῃ 2500ᵝ IT ̆

ῃ ̆ 5Gȁֲ ȁ ȁ ȁԐ ῃ ῐ ̆

֟ҙ ῃ №֣̆ῃ ╠ ῃ ̆ ῀

ҕ ̆ꜛⱬ ȁ ȁ ῃ ̆῍

Ҋף ῃ ̆ѿ ľ ĿȂ 

5G ῃ ҍ ̆֒Ḥ Ԋ ȇ5G¥Ԑ ῃȈ Һ Ҭ

⌠̔ľ 5G ̆ף ҙ ᴪ ֲ׆ ⌠ ׆̆ ⌠ ҙ

֟ҙԑ ᾝ Ȃ5G ҹ֟ҙԑ ̆Ԑ ѿᵣ 5G ף

 ̆ ITȁOT̂ Operation Technology̆ ҍ̃ CT̂ Communication Technology̆

Ḥ ̃ ҍ ST̂Security Technology̆ ῃ ̃ Ȃ ҆

ӊ ̆ ȁԐ ѿᵣ 5G Ӟᶏ ῃ ⱴ Ȃ5G Ԑ

ҙ ֟ҙԑ Ȃ5G Ԑ Ҋף ֟ҙԑ ῃ ̆

ҹ ῃ 5GԐ ̆ ȂĿ 
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5G ꜚ Ḥ ⱴ̆ף ᴪ Ȃҍ 5̆G

֟ Ḥᴋ ̆ Ⱶ֜ט ̆Ҍ ץ ⱴ ̆

ῃ ₮ԅ ̆ ֗ ⱴ 5G ῃ ҍ Ȃ 

Ҋ̆֒Ḥ ῃҍҬ Ḥ Ḥ ῍ ̆ Ҭ ꜚȁҬ Ḥȁ

Ҭ ȁҬ ֤ ῤ 5G ῃ ⇔ Ҭ Ȃץľ֟

⇔ Ŀ ̆ 5G ῃ῍ ῏ ȁ֟ ץ ̆ ⇔ ̆ ҙ

Ȃ ⇔ ᵬ └̆῍ 5G ῃ ῏ȁ῍֣ 5G ῃ

ȁ̓̀ └ ῏ ‰ȁ̓̀ ȁ ‗ ꜚ ̆

ΐ ╠ ᴨל Ȃ 

5.  

5.1  Ԑ ҹ VirusTotal ᵬ֟  

5 7 ̆VirusTotal ̆ Ԑ ̂POMÃ ҹ VirusTotal

ᵬ֟ ̆ ᴆ№ ̆ҹ ᶫ ⱵȂ ╠ V̆irusTotal

ᵬᴩᵄ̆ῃ ֽ ҂ Ȃ  

VirusTotal ᵬҹ ῃ ץ̆ ᶫ ᴆ№ Ⱶ Ȃ Ԑ

̂POMÃᵬҹ ֟ ̆ ᶫԐ № Ⱶ̆ ҹ

Ҭ ᶫ ᴆ Ȃ  

Ԑ ̂POMÃ ѿ Ԑ ᴆ№ ֟ ̆

ץ EXEȁPDFȁOfficeȁJAVAȁFlash ᴆ ꜚ № ץ̆

₯ ҹ̆ ₮ № Ȃ STIX ‰̆Ḃԍ ῍

֣Ȃ 

6.  

6.1  2019 ᴪ AiLPHA ῃ ң  

5 26 ̆ 2019Ҭ ֟ҙ ᴪ҉̆ Ḥ AiLPHA ῃ

ľ ᴨ ᶛĿ̆ ⱳ῀ Ḥ ᴨ ֟ ‗ ᶛ

̂2019 ̃Ȃ ̆AiLPHA ῃ ľ ԍ ₯

ꜚ ῏ Ŀ ԅ 2019 ᴪ ᾢ Ȃ  
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AiLPHA ῃ ȁ Ἕȁ ӟ

№ ̆ ȁ ꜚ ῃ ῃ ȁ ꜚ Ԋ

ᴆ̆ Ạ⌠ ῃ Ṝ ̆ ῃ ȁ№ ȁ ᵣ ̆

ҩ ₯ ῃ ῏ № ῃ ל Ȃ 

╠ ץ ꜚ№ ȁ ל Ҍ ӊ ĂiLPHA

ῃ ⇔ ӟ̆ № ӟ ̆

‗ԅ ҉ ῃ ֟ ѿ֓ Ȃ  

⇔ ῏ ̔   

 ԍ ₯ ꜚ ῏   

 № ῃ   

 ԍ ῃ ҹ №   

 ԍ ӟ ҹ №   

 ῃԊᴆ   

 ԍ № ל   

7. Ḥ 

7.1  ԓ ⅞  ῃ ҈ ӊ↓ 

5 29 2̆019 ᴪ ҉ ҽⱲȂ ᴪ̆ Ḥ ҹ ľ

Ŀ ᴪ̆Ӟ ῤ ῖ̆ ᴪ ԅ ῤ ҉

ῃ ֲ ȁ ῃԊᴆ ԅ №֣̆ ľ ԓ ⅞Ŀ
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ᴪ҉ ̆ ῃ ҈ ӊ↓̆ ҹ ῤ ѿ ῃ ῃ

҈ Ȃ 

╠̆ ȁԐ ȁ ȁ5G ̆ Ҭ
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ῒ ֟ CPU ֟ ᵬ ӊ҉̆ Ғ ׆̆ ҹȁ

ȁ ҩ ҹ Ғ ᶫԅῃ ῃ ⱬȂ ֟ ̆

֟ ̆ῃ ֟ Ȃ 

ȁ ῃꜚ  

1. Helm 3.0 alpha   

ԅ ̆Helm 3 ԍ ԅ ѿҩ alpha , Ҋ  ̔

Tiller 

Helm 2  C/S Һ̆ №ҹ  helm Ⱶ  Tiller T̕iller ԍ  Kubernetes 

Ҭ ; Helm3 Release ᶫԅ ԋ └ ᴆȂ

≢ ԍ ᾢ ԋ └ Ҋ Ҋ ᵰᴪ ⌠ helm tillerȂ Helm3↕ Helm ԅȂ 

 Helm3Ҭ ԅ Tiller , ῏ Ữ ԅ Kubernetes ҬȂ ױ

ѿҩ ⇔ ҉ᶏ Helm3̆ ҌῬ tillerȂ 

Helm ҍ ╠ Kubeconfig
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Docker Enterprise 3.0 ῀ԅ Docker Kubernetes Ⱶ̆ ѿѿ Kubernetes ׆

ֲ ⌠ ֟ Ⱶ ֟ Ȃ ᶏ Kubernetes ̆ ῃ̆ ғ

ҩᴑҙ Ȃ 

Kubernetes 1.14̔DKS Kubernetes̆ Ữ ̂CSĨ

ῃ Ȃ 

ֲ ѿ ̔DKS ѿѿ ҩ ῤ ᶫѿ

Kubernetes ֟ Ȃ ᶏ ̆Kubernetes ֲ ҍ ֟ Ḡ ̆

̆ Kubernetes ᵣ Ȃ 

3. kubeCDN̔ ԍ Kubernetes  CDN 

ѿҩ ԍ Kubernetes  CDN ̆ Ӟ ױ ץ ῃ └

Ȃ  kubeCDN̆ ҌῬױ ҈ ῤ № ̆ └ԅ׆

Ⱶ ⌠ Ȃ 

kubeCDN ᶏ  Terraform  EKS ῒז AWS ᴆȂ

Route53  AWS ᶫ Ԑ ̂DNS̃̆ ԍ ̕
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ԅ A Ȃᵬ ԅ ԍ ׆̆ ⌠ ҹױז ᶫ ᵞ

Ȃ Ҭ̆ ⌠ ҉ Ȃ ̆ ’

Ȃ ҉ ץ ̆ ԍ R̆oute53 

≠ץ ֓ ᵥ Ȃ 

 

kubeCDN ᶏ  Route53 ⌠ ᵞ Ȃ҉ ԅ Route53 

ᵥ ңҩ Ҭ Ȃ ⌠ us-west-2 Ҭ ̆

ҹ ᶫԅ ᵞ Ȃ 

kubeCDN ץᶏ  Route53 Ҭѿ֓≢ ׆̆ Ҍ ̆

̔https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html 

ԓȁ ῃ ֟  

1. ľ Ḡ 2.0Ŀ ̆12 1  

2019 5 13 Ҋ ̆ ᴪ̆ ӄ Ḡ 2.0

Ȃ ̆ Ḡ 2.0 2019 12 1 Ȃ 

ľ Ḡ 1.0Ŀ ԍף 2008 ̆ 10ᵩ ̆ҹḠ Ḥ ῃ

Ҋԅ ̆p ׆ Ҍ Ȃҹ

̆ ‗Ԑ ȁ ȁ ꜚԑ Ḥ Ḡ ᵬ ̆ Ὲ

ԅḤ Ḡ ‰ ‰ ᵬ̆ Ḡ ῀
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2.0 Ȃף ױ ̆ Ḡ 2.0 ‰ ̆ ҩḤ ῃ ҙ 2019

Ȃ 

Ҭ ̔ ľ Ḡ 1.0 ⌠ 2.0 ꜚ Һꜚ

̆ᶭ Ḡ └ ⌠Ạץ ᵣ ȁ№ ̕ ȁῤ Ὶ ̕ ȁҺ

ꜚᾧ ̕ ȁ ȂĿ 

ľ Ḡ 2.0Ŀ ‰҉̆Ԑ ȁ ↓῀ ‰ᵣ Ȃ Ҭ Ὲ

׃ ̆Ҋ ѿ 2.0 ₮ ̆ ԍ Ḡ

̆ ‰Ȃ 

Ҭ ῃ Ḡ 1.0 Һ Һ ȁ ȁ ȁᴰ ̆2.0

Ԑ ȁ ȁ ȁ ҙ └ Ȃ 

׆ Ḡ 1.0⌠ Ḡ 2.0̆ ᵣ ҩ ̆ Һ ᵣ  ̔

̂1̃ ᵣ Ḡ  

̂2̃  

̂3̃  

̂4̃ Ḡ  

̂5̃ └  

ľ Ḡ 2.0ŃҌֽ ⱴԅ  ̆ Ӟ Ḥ ῃ Ȃ 

2. WindowsῬ ľWannaCryĿ  

WannaCryң ӊ W̆indows Ῥ ₮ Ȃ5 15 ̆

ԅ Ⱶ ף CVE-2019-0708 ḱ Ȃ ҩ

֜ԑ̆ ₯ ≠ץ └ᵬ ᵌԍ 2017 ῃ WannaCry

̆ ᴰ Ȃ POC ₮̆ ֲ ’Ҋ

WannaCryȂҌ ╠ҹ ̆ ᴋᵥ ҹ≠ ҩ ̆GitHub҉₮ Ҍ ≠

ҩ Starȁ ᵬ▲Ȃ 

3. Ῥ ̆ 2011 ץ ₃Ӎ ֟  

 MeltdownȁSpectre  Foreshadow ӊ ̆ Ҥ

ZombieLoad̆ 2011 ץ ₃Ӎ Ȃ ≠ ҩ



ῤ Ԑ+ ῃꜚ 2019 05                                  Ԑ ῃԊҙ  

30 

 

ᴋᵥ ғ̆Ҍᴪ ᴆҬ Ҋ ̆ ῃ ᴆӞ ⌠ ֓

₯Ȃ ╠̆ Ҁ̆ № Ȃ ̆ ԍ

PC ̆ Ҁ Ȃ 

4. Windows 10₮ 0day̆ ᴋⱵ ⅞ ԍ ₯ 

ֲ SandboxEscaper ѿ ῃ ӊ ѿ ̆ ₮ԅѿҩ

Windows ᵬ 0day Ȃ ԍ 8 ᴍ₮ ̆ ᶏ ₯

ץ ᾛ SYSTEM TrustInstaller ῃ ᴆȂ 

₮ Task Scheduler Ҭ̂ ᴋⱵ ⅞ ̃̆ זῒ׆

Ҭṕ῀ ᴋⱵȂ Windows XP ̆ף ᴋⱵ JOB.ץץ ̆ ׂׅ̆

ץ ῒ ⱴ⌠ ᵬ ҬȂ 

Task Scheduler ῀ᴋ ΐ DACL̂ Һ └↓ ̃ └ JOB ᴆ ̆

DACL ’Ҋ̆ ᴪ ԇᴋᵥ ᴆ ῃ Ȃ 

̆ ֲ ̆ ᴋⱵ ᴆ ῀Windows 10҉ ᴋⱵ ⅞ Ҭ ̆

҉ ͩ
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Έȁ ῃ ȁ Ԋᴆ 

1.  

1.1  Elevate Security Phish5  

5 2 ̆Elevate Security Phish5 ̆ ᴇ Ὲ ȂElevate Security

ԍ 2017 ̆ ѿҩ ҹ№ ̆ ҹȂPhish5

ץ


